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INTRODUCTION

At the basis of the socio-economic development of digitalization in
Ukraine, which is taking place during the transformation of citizens'
legal awareness, during the period of martial law, transitional
development of Ukrainian society, we see the need to develop a
mechanism for activating the innovative capabilities of the country
and enterprises in the context of digitalization of the economy. The
gradual transition from the production of individual products to a
service-oriented strategy of cloud technologies, the use of
technologies of augmented reality, accounting and analytical data and
web analytics, technologies of the Internet of Things, modern means
of network communication, marketing technologies of artificial
intelligence for the promotion and sale of goods and services indicates
a complex of measures accompanying the process of adaptation of
information and communication technologies for management needs
for administration. The intensity of digital transformations will depend
on the consolidation of efforts of scientists and practitioners. Only
under such conditions is it possible to activate multi-vector
transformational processes in Ukraine, the study of which will be a
logical continuation of our research.

In the context of modern vectors of the development of digital
technologies and the formation of the foundations of the digital
economy, the monograph discusses the transformation of business
models in the conditions of digitalization, block chain technologies as
a tool of the digital economy, the role of cloud technologies in the
development of telecommunications companies in the conditions of
the digital economy. The content and features of statistical indicators
for assessing the development of telecommunication enterprises in the
conditions of digitalization, the possibilities of activating innovative
activity in the digital economy are considered. A special role is
devoted to the implementation of digital technologies in the marketing
activities of enterprises in the conditions of the development of the
digital economy.

The impact of digital technologies on the social and public sphere
is unprecedented and rapid. Digitization affects the socio-
philosophical outlook, changes the traditional structure of society,
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forms the foundations of a new digital society through the
transformation of the legal foundations of managing social and socio-
economic processes in the conditions of the formation of a new
paradigm of economic development. In this context, the research
results presented in the monograph reveal the transformational shifts
in all spheres of society in terms of substantiating the vectors of the
new paradigm of economic development - the digital economy, as the
next stage of evolution.

The monograph presents the results of research, which are divided
into two sections and are devoted to the problems of digital
transformation in various management areas. The first chapter of the
monograph reveals the current trends in digital transformations in the
field of marketing and management. Proposed management solutions
in the context of digital transformation of the economy. The second
section of the monograph is devoted to digital transformations in the
management of the legal, social and administrative spheres.

The monograph is aimed at finding ways to solve the problems of
creating a digital society and can be useful to scientists, researchers in
the field of digital economy and development of digital society,
scientists, postgraduate students, young people who are actively
acquiring modern competencies and other target audiences who are
involved in the field of scientific knowledge on this issue.

The contents of the chapters of the presented monograph are based
on transformational, information and communication processes of
management and marketing, but the common denominator of all
considerations is digitization. The need for adaptive changes in
economic development towards a flexible structure of functioning and
processes, accounting and analytical support and statistical monitoring
requires an appropriate marketing strategy that plays a critical role in
information systems and technologies, concerns legal, business, and
social aspects. Each of these segments is described in detail in
monograph, showing problematic points and directions of
development of the economic potential of various spheres of industrial
and economic activity in accordance with the modern trend of
sustainable socio-economic development - digitalization.



1. MODERN TRENDS IN THE DIGITAL
TRANSFORMATION OF MARKETING & MANAGEMENT

1.1. THE THEORETICAL AND METHODOLOGICAL
BASIS OF THE FORMATION OF BUSINESS MODELS IN
THE DIGITAL ECONOMY

At various stages of its development, humanity has tried to find
opportunities to improve and reduce forces, costs and time for product
production, creating and inventing new opportunities and methods for
realizing its needs. Mankind divided the systematic development of
technologies in the world and new economic structures into four stages
and called them "industrial revolutions".

The first industrial revolution (the end of the 18th century) was due
to the discovery and spread of simple mechanisms that replaced
manual labour with machine production.

The second industrial revolution (end of the 19th - beginning of the
20th century). During this period, there was a transition from coal, as
the main type of resource that provided energy, to the use of oil, as an
alternative type of energy carrier. The invention of electricity, the
electric motor, the telephone, the use of new methods of goods
production by entrepreneurs, namely, conveyor production.
Development of the chemical industry and metallurgy.

The third industrial revolution (1960s). Transition and
development of automation technologies and their implementation in
the enterprise. It was at this time that the path to changes in
employment, the development of remote work, and new requirements
for workers in the labour market began.

The fourth industrial revolution (XXI century). We live in the
period of development of the industrial revolution. It is characterized
by the rapid development of the Internet, which in turn changes the
trends of product promotion, its implementation, alternative business
opportunities, the ability to collect, store and process information that
the business owner needs. The emergence of new business models that
include new opportunities to manage the enterprise as a whole. The
development of the digital economy thanks to new technologies,
namely blockchain (cryptocurrency and NFT).
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The first mention of the term "digital economy" dates back to 1995
in the works of D. Toposcott and N. Negroponte. In their works, they
gave an approximate understanding of how the digital economy would
develop and provided their definition and view of digital science as a
whole, replacing such concepts as "new economy", "Internet
economy" and "network economy", thereby providing a more concrete
meaning. According to Negroponte, comparing traditional markets
and digital ones, he singled out the following advantages: the virtual
nature of economic relations; lack of physical weight of products, the
equivalent of which will be the information volume; the low level of
costs for the production of electronic goods and the smaller area
occupied by electronic devices and carriers; — instant global data
exchange via the Internet; emergence of new digital currencies?.

We will analyze the interpretation of the essence and vision of the
digital economy by various scientists.

Analysing the statements of various scientists, we can conclude
that the digital economy is an economy based on digital computer
technologies and information as well as communication technologies
(ICT), but, unlike informatization, digital transformation is not limited
to the introduction of information technologies, but fundamentally
transforms spheres and business processes based on the Internet and
new digital technologies?.

The second stage of the digital economy began in the mid-1990s
during the period of large-scale development and spread of the global
Internet and mobile communications.

Scientists distinguish three main stages of development and
formation of the digital economy:

The first stage of the development of the digital economy began to
take shape in the 1960s, when digital technologies began to spread.

Today, we can talk about the third stage of digital transformation,
which is connected with the spread of digital currencies and

1 Yankovets T. / Digital technologies for increasing the value of brands
[Electronic resource]. — URL.:
http://visnik.knute.edu.ua/files/2019/04/10.pdf
2 Konoplyannikova M.A. Management of marketing activities: concepts,
principles, approaches / M.A. Konoplyannikova. Global and national
economic problems. — 2017. — No. 17. — P. 332-336.
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technologies in the global economy. Bitcoin, NFT and other digital
currencies and technologies have taken their place in the global
financial markets, and their number and the volume of transactions
made with them are increasing, creating a new financial component in
the global financial structure that meets the needs of the world today.
Blockchain technologies, namely crypto currency and NFT tokens,
have been used since 2009 and have proven their reliability and
economic value for 10 years, although the latter is a new technology,
but it has also proven its value and effectiveness.

Table 1
Definition of the term «Digital Economy»
Author Definition

D. Tapscott | an economy based on digital computer technology,
sometimes called
internet economy, new economy, or web economy
N. Lane the convergence of computer and communication
technologies on the Internet, which stimulate the
development of electronic commerce and large-scale
changes in the organizational structure
M. Nikrem the part of total output created by various "digital"
resources. These resources include digital skills, digital
equipment (components, software, and communications)
and intermediate digital goods and services used in
production
S. Dalman combination of technologies of general application and a
number of types of economic and social activities carried
out by Internet users with the help of appropriate
technologies

Analysing the terminology specified by various scientists and the
gradual development of the digital economy nowadays, the following
features can be formed:

1. Rapid development and the ability to introduce new information
and communication technologies;

2. Change in search behaviour; obtaining and analysing the
received information;

3. Intensity of innovative use, massive data processing and analysis
technologies, cloud technologies, artificial intelligence technologies
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and creation of new products based on high-performance computing,
guantum technologies and distributed ledger systems (blockchain);

4. Striving for the development of marketing that is directed to a
specific consumer, taking into account all his wishes and, therefore,
production;

5. Creation of unique conditions for companies and the opportunity
to achieve new qualitative levels of efficiency of economic activity,
which enables the transition to new sales markets and the
implementation of new business models;

6. Greater demand and requirements for specialists, changes in
employment requirements by enterprise spheres;

7. The connection with the so-called on-demand economy, which
focuses not on the sale of manufactured goods and services, but gives
the opportunity to access them exactly at the moment when it is needed
by the consumer, entrepreneur, etc., simplifies and in turn stimulates
the possibility of selling the product and makes it possible to improve
and introduce new marketing tools that will work for a specific
consumer?,

Digital diffusion occurs when digital technology accelerates the
transfer of new knowledge, business innovation, and increases
employee productivity within a company across multiple industries to
achieve sustainable economic growth.

The digital economy makes significant adjustments to the
development and changes of current types of business, production, and
the processes associated with them. Every year, the digital economy
develops more and more and implements more complex levels of
digitization in the economy, businesses need to implement and
transform to new production relations, which in turn stimulates the
development and unification of all production and service links into a
single digital system in which:

1. All elements of the enterprise's economic system are present in
the form of an objective, i.e., physical presence, as well as in the form
of digital copies, virtual (mathematical models).

2. All enterprise objects, products and processes form a progressive
digital system that allows you to control all processes without being

3 History of the development of the "VOVK" brand [Electronic resource]. —

URL: https://vesdi.com.ua/VOVK
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physically in the middle of the system, but to control everything
outside it, which simplifies work and systematizes it.

3. Due to the implementation and realization of digital copies
(mathematical models) and precisely because they are part of a single
system, all elements of different branches of the production system
constantly interact in almost real time, simulating real processes and
forecasted situations, analyzing them, gradually and quickly ensuring
constant optimization and problem solving of the whole system.

The main segments of the digital economy are as follows:

1. the sector of information and communication technologies, e-
business infrastructure (networks, software, computers, etc.);

2. digital production and electronic business, including industry,
i.e. business organization processes using computer networks;

3. electronic trade, i.e., retail Internet sales of goods*.

In 2001, the American economist Thomas Massenburg singled out
three main concepts of the digital economy:

1. Electronic infrastructure. Development of computer
technologies, improvement of the quality provider services provision,
improvement of the mobile telephony network.

2. Electronic commerce. Financial transactions on the Internet.

3. Electronic business. Development of systems and their
implementation in the company's field of activity to improve its work.

The influence of digital technologies development on the global
market and on the world, GDP began to be carried out in the late
1980s, the basis for this was active development of data storage,
analysis and processing technologies provided by computer
technologies. According to the calculations of foreign experts, during
1987-1999, the average annual growth rate was 0.3% due to the
increase in sales of various types of computer technologies and the
computer itself. In 2000-2010, these indicators reached almost 45% of
the world GDP due to even greater development of technologies,
active use of these technologies by both business owners and ordinary
consumers. Active growth according to the conclusions of the
consulting company "PWC" is believed to have occurred at the time

4 Guzenko H.M. Management and improvement of marketing activities at
the enterprise / H.M. Guzenko. Economy and society. — 2017. — No. 12. — P.
227-234.
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when 3G Internet technologies were spreading, which are one of the
concepts of the digital economy, namely the electronic infrastructure
that provides more opportunities for realization of various needs by
consumers and entrepreneurs for the development of society as a
whole.

The sampling of each country of the world according to the level
of digitalization makes it possible to distinguish four stages of the
society development.

Experts of the PWC consulting company analysed a sample of
more than 150 countries in order to ensure the objectivity of the data.
The largest number of these countries occupy the first stage of the
development of digital technologies, namely the group of limited
development, namely 0-30% of various digital technologies
development. These are mainly the least developed countries in which
the level of GDP per capita occupies the last positions on the
international level. For example, according to international rankings,
the gross domestic product of India ranks 142nd, the African countries
that have taken this position have the lowest GDP per capita and
occupy the last places.

According to the data provided to us, we can see that the smallest
number of countries represented in the study, namely 19, fell into the
second group. This nascent group includes countries whose economic
development is ensured by means of the realization of natural
resources located in these countries and cheap labour. The level of
GDP per capita is quite low, and the reason for this is the lack of the
industry and social infrastructure development.

The third group of countries development level reaches the
average, as there are qualitative changes in the field of technology
development, which in turn creates added value in society. There are
changes and mergers of various production branches with the help of
digital technologies, which in turn give good growth indicators for
enterprises, which they achieve thanks to effective business strategies,
and they, in turn, make it possible to form new business models. In
this study, Ukraine occupies the transformation group, which gives an
understanding of where and how to develop in the field of digital
economy, GDP per person in our country ranks 133rd in the world.
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Table 2

Development of digitalization in different countries of the

world
Digitization Stages of development of the digital economy
of the Limited Genesis Transformations Advanced
economy, development | (emerging) (transitional) development
% (constrained) (advanced)
0-30 65 countries
(Afghanistan,
most
countries
of Africa,
Moldova,
Nepal, India,
Uzbekistan,
Vietnam,
etc.)
30-40 19
countries
(Albania,
Brazil,
Georgia,
China,
etc.)
40-50 28 countries
(Argentina,
Estonia,
Latvia, Iran,
Serbia,
Turkey,
Ukraine)
More than 37 countries
50 (Australia,
countries
Scandinavia,
France,
Germany,
Poland,
Hong Kong,
Japan, USA,
United
Kingdom)
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Comprehensive digitalization contributed to the emergence of
security issues of conducting economic activities, the issues of which
have been studied by many scientists®

In the conditions of the development of digitalization, business
approaches to the formation of enterprise business models are
changing. Digital technologies have contributed to the transformation
of traditional approaches to building business models. In order to
study the evolution of the development of scientific opinion regarding
approaches to the formation of business models, an analysis of the
interpretation of the term «business model» was carried out. In the
future, this will provide an opportunity to identify changes in
approaches and elements of business models in the conditions of the
digital economy.

The concept of «business model» was formed at the end of the 20th
century and, in the generally accepted sense, was used to characterize
a wide range of informal and formal key aspects of business. The
construction of business models involved the substantiation of the
following components of its elements, namely: purpose, potential
customers, offer, strategy, infrastructure, organizational structure,
trade practice, management processes, etc. In a broad sense, a business
model is a structurally constructed system, the purpose of which is the
implementation of commercial and marketing opportunities.

The analysis of research conducted in this area allowed us to
conclude that the substantiation of business models used in the digital
economy began to take place in the early 2000s. The emergence of
Internet technologies and the development of electronic commerce
created conditions for changing traditional business processes.
Scientific substantiation of business models in this direction was
carried out by many scientists-founders of this field. Since the second
half of the 2000s, research has been introduced that is devoted to the
creation of classifications of business models of firms and the

> ReitSpis J., Maslan M., Britchenko, I. Selection and application of
appropriate analytical methods needed to assess the risks reducing the
security of the protected system. Baltic Journal of Economic Studies. — Riga
(Lotyssko): Baltija publishing. Ro¢. 7, ¢. 3 (2021). DOI 10.30525/2256-
0742/2021-7-3-1-8
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subsequent comparison of differences in the revenues generated,
depending on the chosen type of business model.

It should be noted the scientific works of the following scientists,
who researched and substantiated the evolution of approaches to the
formation of business models in the conditions of digitization and
informatization of the economy.

Timmers P. considers the business model as a set of products,
services and information flows®. Weill P. and Vitale M. similarly
describe the business model and consider it as the distribution of roles
and relationships between consumers, customers, partners and
suppliers’. Linder D. and Cantrell S. single out three types of business
models as the basic logic of the organization in value creation®. The
similar approach is presented in the works of Petrovic O. and Kittl K.°
and Applegate L.%°, where a business model is defined as a description
of a complex business system, its structure and interaction with the
external environment while promoting value.

The study by Tapscott D. and Ticoll D. does not give a clear
interpretation of the definition of a business model, but there is a
mention of business networks in which the network is used for primary
business communications and transactions*!. The approach aimed at

& Timmers P. (1998) Business Models for Electronic Markets // Journal on
Electronic Markets. Vol. 8, N2. P. 3-8.
7 Weill P., Vitale M. (2001) Place to space: Migrating to eBusiness Models.
Boston, Harvard Business School Press.
8 Linder J., Cantrell S. (2000) Changing Business Models: Surveying the
Landscape. Accenture / Institute for Strategic Change. URL”
http://course.shufe.edu.cn/jpkc/zhanlue/upfiles/edit/201002/2010022
4120954.pdf
9 Petrovic O., Kittl C. (2001) Developing Business Models for eBusiness //
International Conference on Electronic Commerce 2001. Vienna
10 Applegate L. M. (2001). E-business Models: Making sense of the Internet
business landscape // Information Technology and the Future Enterprise:
New Models for Managers / Ed.by L. M. Applegate, G. W. Dickson, G.
DeSanctis. Upper Saddle River, NJ: Prentice Hall.
" Tapscott D., Ticoll D., Lowy A. (2000) Digital Capital — Harnessing the
Power of Business Webs. Boston: Harvard Business School Press.
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creating business networks was also presented in the scientific works
of Amit R. and Zott K.*2,

In this context, the scientific approach of Osterwalder O. and
Pigneur Y. deserves special attention, in which it is shown that the
business model describes the process of creating and realizing value.
The concept describes business models as nine building blocks that
show the logic of how a company generates gross revenue. These nine
blocks are grouped into four business areas: customers, offering (good
or service), required infrastructure, and financial viability. In other
words, a business model is a plan of how the company's strategy
should be implemented within its internal structures, processes and
systems®3,

The conducted analysis allows us to substantiate the following
stages of the evolution of the concept of the business model of the
firm: emergence, formation and operationalization (Table 3).

The first approach to defining business models substantiates the
ways of obtaining profit, the second approach has a broader meaning
and is focused on the creation and promotion of value. When
implementing the second approach, social responsibility and the
company's orientation towards compliance with ethical standards can
be used. Thus, the second approach solves not only the issue of profit,
but also reflects the value proposition and social responsibility of the
enterprise.

In this context also notes that the main aspects of the enterprise's
business models should be the sources of creating and obtaining a
value proposition within the framework of which there is strategic
control over business tools.

Analysis of the majority of interpretations of the concept of a
business model, which are devoted to the research of modern
scientists, allows you to divide them into two groups that reflect the
changes that have taken place in the understanding of the concept of
«business model». The first approach considers the business model as

2 Amit R ., Zott C . (2001) Value Creation in e-Business // Strategic
Management Journal. Vol. 22. P. 493-520

13 Osterwalder A., Pigneur Y. (2009) Business Model Generation //
Business Model Generation .com.
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a tool for generating income, the second approach is focused on value
creation (Fig. 1).

Table 3

Stages of evolution of business models

Stage Period Characteristic
The stage | 1995- | The first definitions of the concept of a firm's
of 2000 business model appear, as well as works devoted
emergence to the analysis of business models of firms
of the engaged in electronic commerce. Research on the
business e-commerce market has contributed to the
model understanding of the business model as a
concept characteristic way of generating income
Stage of 2000- | There isan expansion of such a narrow view of this
developme | 2005 term. The possibilities of using the business model
nt of the as a tool for analysing companies in any industry
business are revealed. This leads to a rapid increase in the
model number of publications that use the business model
concept to investigate specific firms. In turn, the number of
works was reflected in the emergence of a variety
of approaches to the definition, analysis and
selection of components of the company's business
model
The stage | 2005- | The focus of research is shifting to the
of tothe | development of specific characteristics of business
operationa | presen | models of firms, suitable for creating
lization of | ttime | classifications and identifying specific types of
the business models. This made it possible to compare
business the results of companies with different business
model models and to use the selected characteristics of
concept the business model to interpret the differences in

the revenues generated by the firm. Thus, within
the selected stages of the evolution of the concept
of the firm's business model, the understanding of
the business model changed, which led to the
existence of a variety of approaches to the
definition and selection of structural elements of
the firm's business model.

Chesbrough G. and Rosenbloom R. single out another point that is
necessary for building a business model - this is the creation of the
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foundations of sustainability of competitive advantages. Based on
these approaches.

Value-oriented business model

)

Basic business logic
Strategic decisions and their connection with
current activities
Selection of means of growth and methods of
financing

i )

Business model focused on profit

Fig. 1. Approaches to the interpretation of «business models»

Chesbrough G. notes: «Any business model performs two
important functions: it creates value and receives part of that value. It
creates value through a series of activities, from those related to raw
materials to those in which the company interacts with the end user
who receives a new product or service. During the chain of various
types of activities (during the creation of a product or service), new
value is added»™*.

In addition, Chesbrough G emphasizes that the business model
should determine how the company receives part of this value. For
this, unique resources, assets or positions are used, with the help of
which or on which the specified types of activities are performed,
where the enterprise has a competitive advantage.

The most foreign researchers follow a value approach when
building business models and consider an enterprise successful if its
business model is unique and innovative.

14 Chesbrough H. W., Rosenbloom R. S. (2002) The Role of the Business
Model in Capturing Value from Innovation: Evidence from Xerox
Corporation’s Technology Spin-off Companies // Industrial and Corporate
Change. Vol. 11. P. 529-555.

19



The company's unique business model realizes innovative
opportunities for creating or assigning value on the market. That is,
opportunities that other companies in this industry do not have and
allow the enterprise to have a competitive advantage.

Another approach to the analysis of business models allows you to
divide business models into four blocks: value proposition for the
consumer; sources of income generation; key resources; key
processes'® (Fig. 2).

Value proposition for the consumer: selection of target
market segments; allocation of basic consumer needs;
proposal formulation and value promotion tools

<

Areas of profit creation: income generation; cost
structure; formation of marginal income; turnover of

¢ ¢

Key resources: personnel,

. . Key processes: business
technologies, equipment,
. . processes, key performance
brands, information, sales

L indicators
channels, communications,

Fig. 2. Elements of a business model according to the
approach Johnson M., Christensen C.M., Kagermann H.

A number of business models, including Canvas, have been built
according to this distribution. The approach proposed by Johnson,
Christensen, Kagermann is a process approach and involves the
creation and promotion of value by identifying the key processes and
resources of the enterprise.

In general, the entire business process management system is
aimed at creating value for the consumer. Within the framework of the
system, it is assumed that the goals of the organization are achieved

15 Johnson M., Christensen C.M., Kagermann H. (2008) Reinventing your
business model // Harvard Business Review. Dec. P.50-59
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through conscious management of business processes. Regardless of
whether the organization is commercial, non-commercial or
governmental, its main purpose is to create products and services that
have value for the consumer. That is why all goals of the organization
should be reduced to achieving a high level of value.

In MBA programs, it is common to state that the main purpose of
a commercial organization is profit from investors' investments.
However, this goal may not be achieved if the products and services
offered by the company do not have value for consumers. Thus, the
primary goal of any enterprise - creating value for consumers in the
form of providing products or services, is transformed into value for
investors.

The simple definition of a business process is a set of actions that
transform one or more inputs into a specific result that has value for
the consumer. This approach justifies that the goals of the organization
can be achieved through purposeful management of business
processes.

To understand the essence of the business model, an approach can
be given®®, which includes four independent but related components
of the business model:

— types of activities: main and auxiliary;

— business units in which areas of activity are disclosed (these
units can be internal divisions of the enterprise and external
counterparties);

— relationships entered into by business units in the course of their
activities;

— mechanisms of management and control of the effectiveness of
the functioning of the business unit and the relations between them.

It can be concluded that the business model has a dual nature,
which covers activities, on the one hand, and relationships, which are
entered into by participants of certain activities, on the other hand.

The significant number of works investigating business models are
an analysis of the operation of the enterprise in a static state. Only in

16 Santos J., Spector B., van der Heyden L. (2009) Toward a Theory of
Business Model Innovation within Incumbent Firms // INSEAD working
papers. INSEAD Working Paper Series INSEAD and Northeastern
University. Fontainebleau.
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the research of Teece D. J. I attention is paid to the dynamic aspect
of business model analysis, which involves the continuous
identification of new opportunities and their implementation through
the creation of a new business model. As a rule, most large successful
companies traditionally use one business model, adjusting tactics and
strategy. Radical change or partial modification of the existing
business model is associated with innovations, and with the so-called
disruptive innovations that completely change the structure of the
market.

An interesting example of a change in business models was the
transition of many companies to the ideology of open innovation,
according to which enterprises can and should use both internal and
external ideas in innovative activities, as well as apply «internal» and
«external» ways of entering the market with innovative technologies.
«This business model uses both external and internal ideas to create
value; at the same time, there are internal mechanisms in the overall
design that allow the company to obtain part of this value»?®.

The analysis of approaches to the interpretation of business models
allows us to determine that the only common feature for the majority
is the creation of value that the consumer is ready to pay. Value is
generated in specific geographic and product markets, target
segments, consumers, and its measurement is based on a comparison
of the amount of revenue received and the costs of creating value.

In this aspect, considerable attention is paid to the value creation
chain, the distribution of operations between partners, as well as the
description of company resources and assets necessary for value
creation. This approach to the analysis of business models provides an
understanding of business architecture, reveals value creation
processes, but reflects the firm's work only in a static state. This

17 Teece D. J. (2007) Explicating dynamic capabilities: The nature and
microfoundations of sustainable development // Strategic Management
Journal. Vol. 28. P. 1319-1350.
18 Cheshrough H. W., Rosenbloom R. S. (2002) The Role of the Business
Model in Capturing Value from Innovation: Evidence from Xerox
Corporation’s Technology Spin-off Companies // Industrial and Corporate
Change. Vol. 11. P. 529-555.
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contributed to the emergence of dynamic business models aimed at
finding and implementing new opportunities.

Thus, the analysis of business model concepts existing in the
literature allows us to distinguish the following three approaches to
the definition and analysis of business models:

— assignment of value through its creation and promotion with the
help of diversification strategies. This approach involves the
generation of income in new industries or activities (sales through the
Internet, Internet advertising, etc.)™®;

— a process approach that involves the creation of value through
business processes that occur at the enterprise.

— creation of dynamic business models, which involves the
company's constant search for new opportunities, both within existing
business models and their modifications.

Noting the importance of all scientific approaches and confirmed
in practice, the effectiveness of the implementation of traditional
business models, the development of the digital economy contributed
to the transformation of traditional views on these aspects.

Let's consider the main reasons and consequences of the impact of
digitalization on socio-economic processes and their reflection on
modern approaches to building business models

The impact of digitalization is reflected in the development of
socio-economic relations in the following directions:

— creation of a "smart" society based on new values, orientation
to human needs, flexibility and creativity;

— a radical change in the labour market, health care system,
education and spatial development;

— the disappearance of a number of traditional professions due to
the automation of relevant labour operations and the simultaneous
appearance of new professions;

— growing demand for creative work, creativity and creative
technologies;

— the transfer to the digital economy of a significant part of labour
relations and entire segments of employment, the flexibility of which

19 Mahadevan B. (2000) Business Models for Internet-Based E-Commerce
/I California Management Review. Vol. 42. URL:
http://www.iimb.ernet.in/~mahadev/bmodel.pdf.
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forms is significantly increased due to an increase in the share of non-
standard, partial and unstable, one-time employment, etc.;

— digitalization requires the formation of new competencies of the
labour market, which affects the restructuring of the entire education
system;

— growing influence of young workers, representatives of
generation Z, who use digital technologies almost from birth (digital
natives) and have unlimited access to information and developed
digital competencies.

The key motivating factor in the digital economy is the possibility
of personal development, not just career growth and higher pay.

Another significant feature of the formation of a digital society is
the development of mass online education due to the appearance of
high-quality mass open online courses and the opening of general
access to educational courses of the world's leading universities. This
leads to the publication of a large amount of information in open
sources and the loss of universities' monopoly on the transfer of
knowledge.

Digitization of education also brings a number of difficulties,
requiring the solution of the issues of adaptation of the educational
system to the digital environment, working out the ethical aspects of
the use of digital technologies in the future.

The volume of data, which is growing significantly and exceeds
the human ability to assimilate it, determines the demand for artificial
intelligence (Al) technologies and electronic assistants. Increasing the
speed of information exchange and its application requires increasing
the information literacy of the population, which contributes to the
emergence of digital inequality and the risks of digital segregation of
consumers of digital services.

The spread of the Internet of Things will make a person practically
transparent to any interested persons and structures, which, in turn,
creates a demand for the development of information protection
technologies and cybercrime technologies.

All of these trends, which have arisen as a result of the
development of digitalization, contribute to the gradual transformation
of socio-economic relations and change the economic basis.
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As a result of such transformations, digitalization can be defined as
a factor affecting the change of the economic base. Such an approach
should be justified by the following provisions:

— the development of the digital economy challenges the traditional
principles of national or regional economic systems. In the conditions
of erasing the borders of national economies, the question arises of
real processes of creation and distribution of value in the digital
economy;

— in the digital economy, there is a change in the factors of value
formation and the transformation of the law of value due to the
appearance of new factors of production;

— the digital economy is characterized by reliance on intangible
assets, massive use of data, implementation of non-standard business
models and difficulties in determining the jurisdiction in which value
creation takes place.

The substantiation of the features of the digital economy allows us
to conclude that the main transformations take place precisely because
of the law of value, in terms of the emergence of new factors of value
formation and real processes of its distribution. These transformations
affect the formation of business models used in the digital economy.

The economic basis of business models in conditions of
digitalization should be based on taking into account the following
trends:

— Technologies of big data analysis and artificial intelligence help
to find new sources of value creation based on the study of digital
portraits of consumers and patterns of their economic behaviour.
Customer data is becoming a core asset of digital companies, and
access to large volumes increases market value.

— The main parameter of the competitiveness of new business
models is the speed of bringing a new product to the market (timeto-
market). Modern approaches to development and production based on
advanced production technologies allow to reduce time to market and
use an iterative approach to updates and improvements, adapting to
customer needs.

— The predominance of intangible assets in digital business models
and the ease of transition of consumers from one company to another
increase the significance of the brand and dictate the need to create
incentives for the use of a certain digital platform or business model,
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increase loyalty through the provision of individual or extended
services.

— Value chains allow you not to limit business to certain geographic
regions and market segments, most digital platforms operate in many
markets. The development of digital platforms also allows for the
expansion of value propositions for the consumer through partnerships
with other suppliers.

— The formation of a "sharing-type" economy or an economy of
joint consumption.

All of the above-mentioned trends contributed to the emergence of
new types of business models inherent in the digital economy. The
most common business models of the modern type in the conditions
of the digital economy are the following:

— Digital platforms that provide direct interaction between
sellers, buyers and supplier partners, which allows to minimize
transaction costs and expand opportunities for joint consumption of
goods and services. Depending on the product and market segment,
platforms can be communication, social, media, search, operational
and managed, service, sharing, product, transaction, etc.

— Service business models that are service-based and based on
using resources instead of owning them (including Software as a
Service (SaaS), Infrastructure as a Service (laaS), etc.). New types of
service models are emerging today, including Robots-as-a-Service,
City-as-a-Service. Service models contribute to the personalization of
goods and services, allowing the client to consume the necessary
product in the necessary volumes to achieve the desired result.

— Models based on results. These are business models in which
pricing is based on achieving results and effects for the client,
including on the basis of consumption of complex products and
services. By analogy with service models, such business models are
often called Product-as-a-Service (PaaS). For example, BASF's
business model, which is focused on the supply of fertilizers,
nevertheless provides customers with detailed recommendations on
which fertilizers to use, in what quantities and on which plants in a
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certain period of time, based on the monitoring and analysis of data on
soil, plant condition, weather conditions and other parameters®.

— Crowdsourcing models based on attracting external resources
(money, people, ideas, etc.) to implement business processes —
innovation, product development, production, marketing and sales,
etc.

— Business models based on monetization of customers' personal
data, when free services for users sell their data to other consumer
segments?,

The level of spread of new business models in Ukraine differs
significantly by economic sector: the most common digital platforms
in markets characterized by close interaction between suppliers and
consumers are retail trade, financial services, consumer goods and
services, where platform solutions are actively developing. since the
beginning of 2010

The specifics of the formation of business models in the conditions
of digitalization are formed under the influence of global factors, and
its dependence on the level of development of the national economies
of countries requires additional research.

However, technological solutions that contribute to changing the
business model of enterprises from product-oriented to service or
customer-oriented have the greatest potential for creating added value
22

The fundamental differences of digital business models are
presented in the table. 4.

20 Gartner (2018b). Gartner Top 10 Strategic Technology Trends for 2019.
<https:// www.gartner.com/smarterwithgartner/gartner-top-10-strategic-
technologytrendsfor-2019/>.

2L Global Education Futures Report (2018). O6pa3oBanue 115 CI0KHOTO
oOmiecTna.
<https://drive.google.com/file/d/0B9ZvF6mMQ5FMbSTFKVmhodUS5rNTNi
TXpUZ2QwZktiROpzSmIR/view>.

22 Cisco (2016). Where to Begin Your Journey to Digital Value in the
Private Sector Economic Analysis. <https://www.cisco.com/c/dam/en/us/
solutions/collateral/service-provider/value-at-stake.pdf>
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Table 4

Basic differences of digital business models

Key parameters Digital business
models
— direct interaction between sellers, buyers | Digital platforms
and supplier partners;
— minimization of transaction  costs;
expanding opportunities for joint
consumption of goods and services.
— based on using resources instead of owning | Service  business
them; models
— contribute to the personalization of goods
and services; allow the client to consume the
necessary product in the necessary volumes
to achieve the desired result
— business models, the key aspect of which is | Outcome-based
the pricing approach; models
— the pricing strategy is based on the
consumption of complex products and
services.
The possibility of attracting external | Crowdsourcing
resources (money, people, ideas, etc.) for the | models
implementation of business processes with
their optimal use.
free services for users sell their data to other | Business  models
USers or consumers based on
monetization of
personal data of
customers

Customer-oriented models

The main feature of business models used in the digital economy
is a customer-oriented approach, which allows you to optimize the
company's activities and take into account the needs of customers in
accordance with all key resources. All customer-oriented business
models provide a marketing orientation of business. Customer-
oriented models do not simply advance value and justify the key
resources necessary for this, they involve constant interaction with the
customers of the enterprise. This allows you to constantly adjust
business processes and interact with all counterparties and customers
in an interactive mode. Taking into account these aspects, we can
conclude that it is through the use of client-oriented business models
that the concept of marketing management - interaction marketing is
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realized. The digital economy has contributed to the formation of a
unique business environment that has contributed to the spread and
development of the very concept of interaction marketing. Which
provides for meeting the needs of consumers and business partners
and the state in the process of interaction with them. Key aspects of
this concept are provided by the development of biotechnology,
nanotechnology, information and IT technology, optoelectronics, and
the aerospace industry. In addition, the technologies of "Industry 4.0"
are also beginning to be reflected in the further improvement of
interaction with customers in business models through the
development of neurotechnology, genetic engineering, artificial
intelligence, unmanned vehicles, and implantable technologies. These
technological changes contribute to the transformation of approaches
to interaction with customers and counterparties within the framework
of business models, thanks to neurotechnology’s and the introduction
of artificial intelligence. All these trends influence customer
behaviour, making it completely manageable and under the control of
business goals, and at the same time actualizing issues of social
responsibility and business ethics.

Conclusions. The article analyses the evolution of scientific
opinion regarding approaches to the formation of business models.
The factors influencing the evolution of approaches to the formation
of business models of an enterprise in the digital economy are
identified. It has been proven that the business models used in the
digital economy are client-oriented, which proves their purely
marketing nature. The influence of "Industry 4.0" technologies on the
evolution of approaches to the definition and formation of business
models is substantiated.

1.2. BLOCKCHAIN TECHNOLOGY AS A MANAGEMENT
TOOL IN THE DIGITAL ECONOMY

Globalization has contributed to the development of digitalization
and the use of digital tools in all fields of science and socio-economic
areas. The spread of digitalization has contributed to the emergence of
new technologies, the development of which has influenced the
emergence of online economic settlements. Such technologies that
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contributed to the changes include blockchain. Features of the
application of blockchain technology aroused the interest of many
scientists who studied the processes of its implementation in various
spheres of the economy. However, it is in the financial sector that
blockchain technology has become the most widespread in the
Ukrainian economy. The research of I.G. Britchenko is devoted to the
implementation of blockchain technology in the financial sector. The
most developed use of blockchain is in the field of cryptocurrencies.?*

The purpose of the article is the analysis of blockchain technologies
as an institution of management in the digital economy and the
formation of the conceptual basis of management based on blockchain
technology in the digital economy.

Result of study. The idea of blockchain technology was described
back in 1991, by researchers S. Haber and W. Scott Stornett, who
introduced computational solutions for digital documents with a time
stamp so that they could not be issued retroactively. The system used
a cryptographically secured block chain to store time-stamped
documents. In 1992, Merkle trees were included in the development,
making it more efficient by allowing multiple documents to be
collected in one block. However, this technology was not used and the
patent was lost in 2004, four years before Bitcoin was created®.

In 2004, computer scientist Hal Finney (Harold Thomas Finney 1)
introduced a system called RPoW (Reusable Proof of Work). The
system worked by obtaining a non-fungible or non-interchangeable
Hashcash token based on proof of work and signed by RSA, which
could then be transferred from person to person. RPoW solved the
problem of double spending by facilitating the retention of ownership

23 Britchenko 1., Cherniavska T. Blockchain Technology in the Fiscal
Process of Ukraine. Cnucanue «dxonomuuecku uscredsanus (Economic
Studies)». — UnctutyT 3a nkoHomuuecku uscnensanus npu BAH, Codus
(Bearapus). Volume 28, Issue 5. 2019, 134-148.

24 pakhnenko O., Rubanov P., Girzheva O., Ivashko L., Britchenko I.,
Kozachenko L. Cryptocurrency: Value Formation Factors and Investment
Risks. Journal of Information Technology Management, VVol. 14, Issue 3,
2022, 179-200. DOI: 10.22059/JITM.2022.88896

5 Blockchain [Electronic resource]. URL:
https://www.tadviser.ru/index.php
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of tokens registered on a trusted server. RPoW can be considered an
early prototype and a significant early step in the history of
cryptocurrency?.

At the end of 2008, a white paper introducing a decentralized peer-
to-peer (P2P) electronic money system called Bitcoin was sent out by
mail, by a person or group using the pseudonym Satoshi Nakamoto.
Double-spending protection in Bitcoin was provided by a
decentralized peer-to-peer (P2P) protocol for tracking and verifying
transactions. Instead of using the hardware trusted computing function
of RPoW, it is based on the proof of work algorithm Hashcash. That
is, Bitcoins are «mined» for a fee using a proof-of-work mechanism
for individual miners and then verified by decentralized nodes in the
network. On January 3, 2009, Bitcoin was born when the first bitcoin
block was mined by Satoshi Nakamoto, who had a reward of 50
bitcoins. The first Bitcoin user was Hal Finney, he received 10 bitcoins
from Satoshi Nakamoto, in the first Bitcoin transaction in the world,
on January 12, 2009.

In 2013, V. Buterin, a programmer and one of the founders of
Bitcoin magazine, stated that Bitcoin needed a scripting language to
create decentralized applications. Without receiving agreement from
the community, V. Buterin started developing a new, distributed,
blockchain-based computing platform, Ethereum, which showed
scripting functionality called smart contracts.

Smart contracts are programs or scripts that are applied and
executed on the Ethereum blockchain, they can be used, for example,
to make a transaction if certain conditions are reached. Smart contracts
are computer programs that perform the function of implication, but
at the same time Blockchain provides automatic implementation of
such contracts without human intervention. Smart contracts can
monitor the performance of long-term loans, as well as update the data
in the Blockchain according to predefined rules, for example, transfer
digital assets from one participant to another.

Blockchain is a distributed database that stores information about
all transactions of system participants in the form of a «chain of
blocks», which cannot be changed after recording. Access to the

% History of Blockchain [Electronic resource].
URL :https://academy.binance.com/ru/articles/history-of-blockchain
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registry is available to all blockchain users who act as a collective
notary who confirms the truth of the information in the database®.

Blockchain allows you to automate the process of data certification
and confirmation of events due to the distributed nature of storing
information that is not controlled by a specific regulator. Due to the
fact that the distributed blockchain registry is stored on different
computers, the availability and integrity of this data can be checked by
any user who has access to it. This will allow you to do without any
intermediaries during transactions, for example, you will not have to
involve a notary to sell an apartment, etc.

So, the blockchain solves a number of issues: reduces costs during
transactions; reduces the time of transactions to a few hours; removes
unnecessary items of costs.

Blockchain appeared as a technology for launching bitcoin into
circulation, and was originally used only for the management of
cryptocurrencies. However, since its introduction in 2009, the area of
use has expanded significantly. Today, in various articles, forums and
conferences, new options for using technology are discussed, in
particular in trade reporting; non-cash payments, checks and
payments; accounting; monitoring; risk management; audit;
management and financial accounting. Blockchain is also beginning
to be actively introduced into property registration systems and
various state registries, management of supply chains, and areas such
as digital identity, energy, voting, gaming, the Internet of Things, etc.

According to figure 1, the first stage is the beginning of the flow of
money. The second stage shows how transactions are sent to the
network and assembled into «blocks». At the third step, the blocks are
sent to all system participants for verification. If there are no errors,
everyone writes the «block» to their database at the fourth stage. Only
on the fifth one you can add a «block» to the «block chain», which
contains information about all previous transactions. The sixth stage
shows that the money has been transferred from User A to User B.

The implementation of blockchain is a complex process, but the
basic idea of the technology is simple: a distributed ledger or database
running at once on a large number (sometimes millions) of nodes
distributed around the world among different users and organizations.
The unique feature of the blockchain is the immutability or
irreversibility that is guaranteed by the cryptographic security system.
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For example, when transactions from the registry are grouped into
blocks and recorded in the database, the record is preceded by
cryptographic verification, as a result of which it is almost impossible
to change the state of the registry by any fraud. The trust in the
blockchain is based on the fact that any changes to the data in the
blockchain are possible only if the network participants confirm the
legitimacy of the transaction in accordance with common rules and
protocols.

HOW DOES BLOCKCHAIN WORK?

0 i O O

User A sends money online to The transaction data record is Information about the transaction
UserB presented in the form of a "block" is sent to each participant of the
blockchain system

O s O s ©

System participants confirm the The confirmed transaction is Money transferred from User A to
transaction added to the shared "block chain" User B

Fig.1. The principle of blockchain technology

Technology can really protect the data we have to work with,
making it more available and clearer. In addition, blockchain can
significantly reduce costs and minimize the time needed to solve
problems and fix errors.

While the interest in blockchain technology is mostly associated
with the field of finance, the application of distributed ledger
technology is not limited to it. Along with banks and startups, other
markets have also taken notice of the technology and are looking for
ways to use it. Consider some interesting examples of practical
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applications of blockchain technology that exist outside the financial
services and economic area (figure 2).

| @ Finance

| B Government

| @ Data management

| M Digital identity

[ Energy
Authorship and ownership
Others

Made with Livegap Charts

Fig. 2. Areas of use of blockchain technology

Consider the areas of use of blockchain technology.

Authorship and ownership. Ascribe helps artists and creative
people to confirm and preserve copyright using blockchain. The
Ascribe marketplace allows the creation of digital editions using
unique identifiers and digital certificates to prove authorship and
authenticity. In addition, the mechanism of transfer of ownership from
the artist or author to the buyer or collector, including its legal aspects,
has been established. Other examples of services from this industry:
Bitproof, Blockai, Stampery, Verisart, Monegraph, Crypto-Copyright,
crypto-copyright.com, Proof of Existence.

Data management. Factom is an excellent blockchain company that
applies distributed ledgers outside the financial area, in this case - in
the field of data management. The company's identity blockchains are
used to realize database management and data analysis systems in
various fields. Businesses and governments, non-profit organizations
use Factom to simplify record-keeping procedures and capture
information about business processes. Factom's solutions enable
customers to operate in accordance with the security and legal
requirements of their market. All records in Factom are time-stamped
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and stored in blockchains, which reduces the cost and difficulty of
managing, auditing and complying with regulatory requirements.

Digital identity, authentication and confirmation of access rights.
2WAY .10, ShoCard, Guardtime, BlockVerify, HYPR, Onename and
a number of other companies use distributed ledger technology in
solutions designed to identify and confirm access rights. Blockchain
is used here not only for the transfer of money. Decentralized
distributed ledgers can be used to store any type of data and perform
various transactions in a secure and open way. Moreover, creating an
identity on the blockchain can give individuals greater control over
access to their personal data and the degree to which it is open to
others. The combination of the decentralized principle of blockchain
and identity verification tools allows you to create a digital certificate
that plays the role of a kind of watermark that can be put on any
transaction with any active. Here are some other examples of
companies from this industry:

1. Civic is a blockchain-based identity management platform
whose services are aimed at solving the problem of identity fraud. The
service allows users to register, confirm personal information and
protect their credit history from fraudsters.

2. UniqulD Wallet provides a secure identity management
solution integrated with fingerprint scanners and other biometric
personal devices. UniqulD Wallet is available on non-standard
devices, servers, personal computers or smartphones, tablets and other
devices with limited time without power. Among the declared features
are an individual blockchain storage for information about the
«devices» used and the absence of passwords, replaced by algorithms
for user recognition by personal objects connected to the system. This
allows to achieve the highest possible level of integrity and operational
connectivity within any infrastructure.

3. ldentifi links all personal network profiles and personal data
into a single identification tool.

4. Evernym — is an international identification network based on
its own high-speed, advanced distributed ledger with separation of
rights, designed to provide tools for personal data control. The source
code of the project is open.

Diamonds. The diamond industry is one of the largest natural

resource industries, which also makes a significant contribution to the
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GDP of African and other diamond mining countries. Its specific
feature is a high level of crime and violations of the law. Precious
stones are very small in size and therefore easy to transport secretly.
The most pleasant part for the criminals is that the transactions are
performed confidentially, and each purchase allows them to make a
profit for several years. Diamonds are badly known as an instrument
of money laundering and financing of terrorism on a truly huge scale
around the world.

One of the pioneering technology companies in this field is
working on solving a number of such critical and difficult problems —
Everledger. It provides various stakeholders from insurance
companies and claimants to law enforcement agencies with access to
a registry with unchanged historical data, which allows for the
identification of diamonds and authentication of diamond
transactions. The service produces a «digital passport» for each
diamond - a kind of unique tag that follows its precious stone in all
transactions related to it.

Energy. The founders of Energy Blockchain Labs say that the
company is the only company in the world whose activities are
completely dedicated to the full cycle of value creation in the energy
industry. Founded in 2016 by three experienced specialists in the field
of energy, finance and information technology, the laboratory is
working on revolutionary solutions, including projects with other
companies focused on the development of a number of blockchain-
based energy Internet technologies and solving problems in the field
of energy production and use, trade, management and others. There
are other areas in the energy industry where talented business people
have managed to find a way to apply decentralized distributed ledgers.
Here are some interesting examples:

1. Grid Singularity — is a decentralized information exchange
platform in the industry that provides a number of applications that
simplify data analysis and testing, smart grid management, work with
«green certificates» and more.

2. LO3 Energy's TransActive Grid project is a cryptographically
secure decentralized "open source"” platform for applications. Built-in
business logic tools allow in real time to measure the level of
electricity generation and use, as well as some other indicators. The
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project is under development and the first demonstration plant is
currently operating in the New York district of Brooklyn.

Electronic voting means. Follow My Vote is developing a safe and
clear platform for anonymous online voting, using blockchain
technology and elliptic cryptography to guarantee the correctness and
reliability of the results. In February 2016, Nasdaq and the Estonian
government announced that the government's digital presidency
platform e-Residency will be used to simplify the blockchain voting
process at shareholder meetings of companies listed on the country's
only regulated exchange, Nasdaqg's Tallinn Stock.

The e-Residency platform is an electronic identification system
that is widely used by both Estonian residents and people with
business interests in the country and allows all holders of relevant
identification cards and digital keys to access a wide range of
government, banking and other services.

Organization of private and public administration. Blockchain can
be used not only to increase the transparency and integrity of political
systems. In particular, there is a whole international virtual nation
called BITNATION. It has its own citizens, ambassadors, partners and
physical locations around the world. Anyone can join it without any
restrictions.

Another interesting example is Advocate, a platform for improving
the cooperation of citizens with government representatives, focused
on helping both ordinary members of society and candidates for
positions of local government officials.

It is also important to remember Borderless, a civil government
platform that positions itself as a coalition of globally accessible legal
(marriages, registration of legal entities, notary) and economic
services (basic income, financial transactions) based on smart
contracts and the Expanse blockchain.

As for solutions for effective management inside organizations,
there are such services as Otonomos, BoardRoom and Colony.
Otonomos and BoardRoom automate the process of company
formation, financing and management using blockchain. Colony
allows residents of different countries to create online companies.

The use of blockchain technologies already provides real benefits.
Blockchain platforms simplify the transition to the digital economy
and provide an extremely high level of security. But we have to admit
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that the market is only approaching the point where digital blockchain
technology will become necessary for everyone.

In 2022, developing technologies and standards will promote the
adoption of blockchain and other DLT platforms by enterprises. A
variety of corporate use cases continue to appear that provide
organizations from different industries with the opportunity to develop
new business models that transform the value creation of all kinds of
physical and digital assets and optimize business processes outside the
organization.

The blockchain landscape is developing at a quick pace. The
applications of blockchain technology are very widespread. From the
appearance of NFTs, crypto games and the meta-universe to how
bitcoin has become legal payment and the subject of discussion in
central banks around the world.

Blockchain opportunities are possible not only in the
cryptocurrency area. Distributed storage technology is also developing
in the following areas:

Optimization of algorithms. Developers offer new blockchains and
superstructures over already existing platforms that optimize their
work. That is, new opportunities are emerging that expand the scope
of the technology.

Increasing the speed of work. A barrier to the sp